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1 INTRODUCTION

1.1 General information

The specification is owned and copyrighted by BKT Elektronik Sp. z 0.0. Information contained herein may be changed at owner’s discretion
without any notice. BKT Elektronik may not be held liable for any possible inaccuracies and discrepancies in this document.

1.2 System characteristics

The access control system is designed to limit the access of unauthorized persons to sensitive parts of data centers, smaller server rooms, as well
as to individual cabinets. BKT ACS (Access Control System) is a scalable access control system dedicated to 19" frames. BKT Elektronik offers
cabinets that are factory-adapted to the installation of an access control system. These cabinets have doors equipped with appropriate openings
for mounting card readers and cable paths for arranging the wires. The BKT ACS system can also be applied to any teleinformation cabinets with
a 19" frame. It is then required to make appropriate openings in the door for card readers and to fasten the cables with, for example, cable ties.
The BKT ACBS access control system (Access Control Bus System) uses devices (controllers and readers) that communicate using the RS485 bus.
The controllers are placed in 1U casings adapted to be mounted in 19" cabinets. A single controller, depending on the version, can supervise the
operation of up to 16 doors. The number of controllers in the system is unlimited. In the same system, it is also possible to connect controllers
supporting readers with Wiegand interface - BKT ACWS system (Access Control Wiegand System). Both systems use Roger RACS5 devices. This
manual contains basic information sufficient to run the BKT ACBS access control system. More technical information about the devices used in
the system can be found at www.roger.pl/en.

1.3 Basic system functionality

e Supports unlimited number of cabinets.

e Supports unlimited number of users, subject to a maximum of 8192 per controller.

e  Supports different card standards depending on the reader used.

e  The system may grant access to the door by presenting a card or entering a PIN code (or may require both actions at the same time).
It is also possible to configure the so-called committee entry when two users have to present cards to open the door.

e  Depending on the system, the readers may have an integrated keypad (BKT ACBS) or may be integrated in a cabinet handle (BKT
ACWS). It is also possible to use any reader with a Wiegand interface.

e Archiving of events in the MS SQL Server/Express.

e  Stand-alone operation of the system - without connection to a computer with a database. In such situation, up to 8 million events
can be saved to the controller's internal memory, which will be sent to the computer during the next connection.

¢ Independent monitoring of the door status and the status of the handle.

e  Free VISO ST application for system configuration and monitoring.

e Encrypted communication on the Ethernet network and on the RS485 bus.

e  Email notifications about any chosen event.

e  The system devices meet the requirements of security Grade 2 according to the EN 60839-11-1: 2013 standard

e  The devices are adapted to be mounted in a 19" frame. They are 1U high.

e  Ease and speed of making connections thanks to the use of RJ45 connectors.

e BKT 4DC cabinets are available in a version adapted to the installation of access control devices. They have appropriate openings for
the reader and dedicated cable paths on the door.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 4
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2 BKT ACBS and BKT ACWS SYSTEMS

The BKT ACS access control system is available in two variants:
e BKT ACBS (Access Control Bus System) - system based on the RS485 bus, which is used by controller to communicate with card
readers.
e  BKT ACWS (Access Control Wiegand System) - system that uses the Wiegand interface for communication between the controller and
card readers.

Both versions use the same Roger MC16-PAC controller, so they can work in the same system managed by the same VISO ST application. The
table below lists the main differences between the system variants.

System structure Interface Supported Possibility of Possibility of 1 controller (1 IP
between the standard of connecting a connecting any address) for
controller and proximity cards handle with an third party many cabinet
the reader integrated reader  reader with doors

- AL301 Wiegand
interface
BKT ACBS RS485 bus UNIQUE 125kHz Max 16 cabinet
Bus System RS485 or Mifare

13,56MHz
(Ultralight and

a a g 5 Classic) E E E 5 : =
Wiegand Any standard Max 2 cabinet
dependent on doors
twwml,l» the reader :

BKT ACWS
System with
Wiegand
interface

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 5



3 BKT ACBS SYSTEM COMPONENTS

3.1 AC100 controller

3.1.1 Technical data

Parameter
Power supply voltage

Average current consumption
(with controller pcb and no external devices)

Connectors

Dimensions

Weight

Package dimensions
Package weight
Operating conditions
Storage conditions
Housing material
Housing colour

Housing protection rating
Compliance with directives
Part number

www.bkte.pl

AC100 - Access controller in 1U 19" enclosure, no power supply unit (122AA100015), no
controller pcb (122AC102xxx). Designed to support readers with RS485 interface.

e The controller is the basic device of the system.

e Requires the Roger MC16-PAC-ST-x controller pcbh. Depending on the used PCB of the
controller, it can support from 1 door (MC16 PAC-ST-1) to 16 doors (MC16-PAC-ST-16)
e The controller has a 1U casing, adapted to be mounted in a 19" cabinet.

e The number of controllers in the system is unlimited.

e The controller enables connection of two door sensors, two door readers, an

additional reader for cold/hot aisle containment sliding door, LAN network and RS485

bus connecting slave sets. All connections to the controller are made with cables with

RJ45 connectors.

e The controller has two configurable LEDs, which for example, can indicate the status of

the front and rear doors of the cabinet.
e Two-way power supply possible.
e Requires one or two 12VDC 1.5A power supplies.

Value
Nominal 12V DC, allowed 12-15V DC
110 mA

8 x RJ45 (for peripheries), 2 x DC 5,5/2,1 (for power supplies)

482 x 132 x 44mm (W x D x H)

1100g

265 x 165 x 70mm

1200g

Temperature: 5°C - 40°C, Humidity: 10% - 95% RH (no condensation)
Temperature: 0°C - 60°C, Humidity: 0% - 95% RH (no condensation)
Steel

Black, RAL 9005

IP20

2014/35/EU (LVD), 2011/65/EU (RoHS)

122AC001000

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.1.2 Dimensions

245

190

130

-] (]
©
3.1.3  AC100 controller accessories
Product Description Part number

MC16-PAC-ST-x - x door controller RACS5 122AC1021xx
GST18A12-P1J - Power supply 18W 12VDC 1.5A; AC socket C14; DC plug 5.5/2.1; no AC 122AA100015
cord
Power cord, plug IEC 320 C13 10A, plug DIN 49441(unischuko) 16A, 3x1,0 mm2, black, 2m 11480784.2
Power cord, plug IEC 320 C13 10A, plug IEC 320 C14 10A, 3x1,0 mm2 black, 2m 11480785.2

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.1.4  Controller wiring schematic
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3.2 AB101 secondary set

3.2.1 Technical data

Parameter

Power supply voltage
Average current consumption
(with no external devices)
Connectors

Dimensions

Weight

Package dimensions
Package weight

Operating conditions
Storage conditions
Housing material

Housing colour

Housing protection rating
Compliance with directives
Part number

www.bkte.pl

AB101 - Access control secondary set for 2 doors in 1U 19" enclosure, no power supply

unit (122AA100015). Works with the AC100 controller.

e The kit includes a connection system for devices for handling 2 doors.

e |t has a 1U housing, suitable for mounting in a 19 "rack.
e The set works only with controller AC100.
o Designed for installation in subsequent cabinets.

e |t enables connection of two door sensors, two door readers and an additional reader
for cold/hot aisle containment sliding door, LAN network and RS485 bus connecting
slave sets. All connections to the controller are made with cables with RJ45 connectors

e The controller has two configurable LEDs, which for example, can indicate the status of

the front and rear doors of the cabinet.
e Two-way power supply possible.
e Requires one or two 12VDC 1.5A power supplies.

Value
Nominal 12V DC, allowed 12-15V DC
10 mA

7 x RJ45 (for peripheries), 2 x DC5,5/2,1 (for power supplies)

482 x 44 x 44mm (W x D x H)

800g

265 x 165 x 70mm

900g

Temperature: 5°C - 40°C, Humidity: 10% - 95% RH (no condensation)
Temperature: 0°C - 60°C, Humidity: 0% - 95% RH (no condensation)
Steel

Black, RAL 9005

IP20

2014/35/EU (LVD), 2011/65/EU (RoHS)

122AB001011

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.2.2 Dimensions

\

(@] GEET
@) i -

245

®
3.2.3 AB101 secondary set accessories
Product Description Part number
GST18A12-P1J - Power supply 18W 12VDC 1.5A; AC socket C14; DC plug 5.5/2.1; no AC 122AA100015
cord
/ Power cord, plug IEC 320 C13 10A, plug DIN 49441(unischuko) 16A, 3x1,0 mm2, black, 2m 11480784.2
/ Power cord, plug IEC 320 C13 10A, plug IEC 320 C14 10A, 3x1,0 mm2 black, 2m 11480785.2

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 10
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3.2.4  Secondary set wiring
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3.3 Card readers

3.3.1 Dimensions

152,5
89

v L | \\_
R 46 ) L 23 )
3.3.2 Card reader accessories
Product Description

AW111 - Reader to controller connection cable, 5m
e The cable is used to connect the reader AR121, AR122, AR131, AR132 to AC100
controller or AB101 secondary set.
e Length: 5m, terminated with RJ45 and 10-pin female connectors.

AW113 - Reader to housing sliding door controller connection cable, 5m
e The cable is used to connect the reader AR122, AR132 to sliding door controller
e Length: 5m, terminated with RJ45 and 10-pin male connectors.

Electrical junction box 86mm x 86mm x 39mm, wall mount, black, IP55

RUD-1 - USB-RS485 interface/programmer

EMC-1 - UNIQUE EM 125 kHz thin proximity card

MFC-2 - MIFARE Classic 1k 13.56 MHz thin proximity card

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface

Part number
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3.3.3  AR121 Unique card reader with keypad

Product Description
AR121 (MCT12E-IO) — Unique 125kHz card reader with keypad for cabinet door

e Roger MCT12E-10 reader was used

e Reader adapted to control the cabinet door. It has a 15cm long cable terminated with
multi-pin connectors to connect to the lock and cabinet controller.

e |t reads EM Unique 125kHz proximity cards, reading range up to 7 cm.

e Three LED indicators, buzzer with adjustable sound level, keyboard with backlight, two
function buttons, detection of housing opening and detachment from the surface.

e 12V, 50mA power supply from a controller or a slave set.

e Dimensions: 153 x 46 x 23 (HXWxD)

e More information can be found at www.roger.pl

3.3.4  AR121 card reader wiring schematic

10 pin male connector

RS485-A (brown) (brown) 5
RS485-B (white-green) (white-green) o
OUT1 (yellow-brown) (yellow-brown) o
IN1 (pink) (pink) o
pe—— Z200| 16 controller
OUT2 (green-brown) (green-brown) o
READER GND (black) (black) o
+12V (red) (red)
Roger . O
MCT12E-10 IN3 (white-yellow) o
TMP (yellow) o
TMP (grey) —
REL1-COM (red-blue)
REL1-NC (grey-pink)
REL1-NO (purpure)
CLK (white)
DTA (green)

10 pin female connector

(white-yellow)
(purpure)
(grey-pink)
(red-blue)

(white)
(black)

6 (green)

0O 00000000 To cabinet swinghandle

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.3.5 AR122 Unique card reader with keypad

Product

doors

e Roger MCT12E-10 reader was used
e The reader is designed to control the sliding doors of the cabinet housing. It has a
40cm long cable terminated with multi-pin connectors to connect to the sliding door

AR122 (MCT12E-IO) - Unique 125kHz card reader with keypad for cabinet housing sliding

e 12V, 50mA power supply from a controller or a slave set.

e Dimensions: 153 x 46 x 23 (HXWxD)
e More information can be found at www.roger.pl

3.3.6 AR122 Card reader wiring schematic

READER

Roger
MCT12E-IO

10 pin male connector

RS485-A (brown) (brown) g
RS485-B (white-green) (white-green) o
OUT1 (yellow-brown) (yellow-brown) o
IN1 (pink) o
IN2 (blue) (grey) Ol
OUT2 (green-brown) (green-brown) o
GND (black) (black) o
+12V (red) (red) o
IN3 (white-yellow) o
TMP I
(yellow) o
TMP (grey) —
REL1-COM (red-blue) ol
REL1-NC (grey-pink) (pink) O
(black)
REL1-NO (purpure) — O
CLK (white) (white-yellow) O|
(yellow)
DTA (green) O|
(blue) o
(grey-pink) o
(red-blue)
O
(purpure) o
(green) o
(white) o

10 pin female connector/

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Part number
244AR001220

controller and to the system controller. The wiring arrangement is different than in the
AR121 reader.
e |t Reads EM Unique 125kHz proximity cards, reading range up to 7 cm.
e Three LED indicators, buzzer with adjustable sound level, keyboard with backlight, two
function buttons, detection of housing opening and detachment from the surface.

To controller

To sliding doors
controller

14
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3.3.7  AR131 Mifare card reader with keypad

Product Description
AR131 (MCT12M-IO) - Mifare 13,56 MHz card reader with kepad for cabinet door

Roger MCT12M-I0O reader was used

Reader adapted to control the cabinet door. It has a 15cm long cable terminated with
multi-pin connectors to connect to the lock and cabinet controller.

It reads Mifare 13.56MHz proximity cards, reading range up to 7 cm.

Three LED indicators, buzzer with adjustable sound level, keyboard with backlight, two
function buttons, detection of housing opening and detachment from the surface.

e 12V, 85mA power supply from a controller or a slave set.

e Dimensions: 153 x 46 x 23 (HXWxD)

e More information can be found at www.roger.pl

3.3.8  AR131 Card reader wiring schematic

10 pin male connector

RS485-A (yellow) (yellow) g

RS485-B (green) (green) o

QUT1 (white) (white) o

IN1 (brown) (brown) o

IN2 (blve) el To controller

OUT2 (purpure) (purpure) o
black

READER GND (black) (black) o
+12V (red) (red)

Roger O

McTi2m-10 [IN3 (grey) o

i&

REL1-COM (red-blue)
REL1-NC (grey-pink)
REL1-NO (pink)

2| |~

c [

a2

10 pin female connector > :“; > § i

EEEEEE
0000000000 To cabinet swinghandle

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.3.9  AR132 Mifare card reader with keypad

Product Description Part number
AR132 (MCT12M-IO) - Mifare 13.56MHz card reader with keypad for cabinet housing 244AR001320
sliding doors

e Roger MCT12M-IO reader was used

e The reader is designed to control the sliding doors of the cabinet housing. It has a
40cm long cable terminated with multi-pin connectors to connect to the sliding door
controller and to the system controller. The wiring arrangement is different than in the
AR121 reader.

o |t reads Mifare 13.56MHz proximity cards, reading range up to 7 cm.

e Three LED indicators, buzzer with adjustable sound level, keyboard with backlight, two

function buttons, detection of housing opening and detachment from the surface.
e 12V, 85mA power supply from a controller or a slave set.
e Dimensions: 153 x 46 x 23 (HXWxD)
e More information can be found at www.roger.pl

3.3.10 AR132 Card reader wiring schematic

10 pin male connector

RS485-A (yellow) (yellow) g

RS485-B (green) (green) o

OUT1 (white) (white) o

IN1 (brown) o

IN2 (blue) Ol To controller

OUT2 (purpure) (purpure) o

READER  |LCND (black) (black) o
+12V (red) (red)

Roger O

MCT12M-10 |IN3 (grey) o

O]

REL1-COM (red-blue) —

(brown) [=

REL1-NC (grey-pink) O|
(black)

REL1-NO (pink) O

(grey) o

0 o
(blue)

(grey-pink) 8 To sliding doors
(red-blue)} controller

(pink) o

O)

©

10 pin female connector/

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.4 Cabinet swinghandles
3.4.1  AL200 swinghandle

Product Description Part number
AL200 - Electronic locking & monitoring swinghandle with mechanical override 122AL002000

o Installation in a standard 150x25mm cut out.
e Can be installed in a single and multi-point locking system.
e Three-color LED signalling the operation status of the swinghandle.
e Monitoring the status of the handle and the ability to transfer information to the
access control system.
e Emergency key override.
e Nominal current consumption during lock operation: 180mA
® e Quiescent current consumption: 30mA
e Dimensions: 177 x 37 x 51 (H x W x D)

3.4.2 AL200 Dimensions

_ J |
r
7 \ [
7 ) J: |
— H=18 | - |
=
255
37 4><7Ts =0,8-2mm
3.4.3 AL200 connectors
8-pin socket (53047-0810)
/\ 1 GND Power supply input: GND.
@ 2 +12V Power supply input: +12V.
e YE 3 STATUS Handle status (active low, when handle open)
4 CTRL Handle control (+12V or GND to open the handle)
5 SENSOR Do not connect
P 1 6 GND Do not connect
(4] em } Do hot "
GND L1 1| SENSOR )- 7 CANL 0 not connec
(6] oo ] 8 CANH Do not connect
4-pin socket (53047-0410)
1 GND Do not connect
— 2 +12V Do not connect
~— 3 WIEGANDO Do not connect
4 WIEGAND 1 Do not connect
344 AL200 accessories
Product Description Part number
AW212 - AL200 swinghandle to AR121 or AR131 reader connection cable, 0.55m 122AW002120

e The cable is used to connect the reader AR121, AR131 to AL200 swinghandle.
e Length: 0.55m, terminated with 10-pin male and 8-pin female connectors.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 17
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3.4.5 AL300 swinghandle

Product Description Part number
AL300 (H3-EM-60-100) - Electronic locking & monitoring swinghandle with mechanical 122A1103001
override

e Standard 150x25mm mounting cutout.

e Supports single and multi-point locking.

e Opening signalled by a built-in LED.

e Monitored status of the handle and the ability to pass information to the access
control system.

e The lock can be opened with a key in the event of a power failure.

e Nominal current consumption during lock operation: 200mA

e Quiescent current of the handle: 50mA

e Dimensions: 168 x 37 x 50 (HXWxD)

3.4.6 AL300 Dimensions

—+124.5

})[\ e

-—

|

|

]

168

|

/N A:/L
3.4.7  AL300 connectors
AL300 1 - Power supply GND
2 - Power supply +12V
3-N/C

) 4 — Control (+12V, to open handle)

5 — Electrical status (active low, when handle is open)

PIN 2 /—— PIN 1 6 — Mechanical status (active low, when handle is open)
PIN 4 l{

/—]— PIN 3

PIN 6 — PIN 5

6-pin male socket

3.4.8 AL300 accessories

Product Description Part number
AW112 — AL300 swinghandle to AR121 or AR131 reader connection cable, 0.55m 244AW001120
e The cable is used to connect the reader AR121, AR131 to AL300 swinghandle.
e Length: 0.55m, terminated with 10-pin male and 6-pin female connectors.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 18
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3.5 Door sensors

3.5.1  AD101 Single leaf door sensor

Product Description Part number
AD101 - Single leaf door reed sensor with 5m cable 244AD001010
e Sensor normally open (NO)
iy e 5m long wire terminated with an RJ45 plug to connect to the controller.
The set has a metal bracket that fixes the reed switch to the cabinet frame.

3.5.2  AD101 Door sensor wiring

RJ45 plug =
(¢}
(¢}
reed O
(blue)
— e [0
(white-blue)
O
(¢}
O
©
3.5.3  AD102 - Double leaf door sensor
Product Description Part number
AD102 - Double leaf door reed sensor with 5m cable 244AD001020
e Sensors normally open (NO)
- e 5m long wire terminated with an RJ45 plug to connect to the controller.
| 4 e The set has a two metal brackets that fixes the reed switches to the cabinet frame.
3.5.4  ADI102 Door sensor wiring
RJ45 plug

reed 1 reed 2

—— (blue)
| (white-blue)

[0 0000007

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 19
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3.6 Connection cables

3.6.1 AW111 cable

Product Description Part number
AW111 - Reader to controller connection cable 244AW001110
e The cable is used to connect the reader AR121, AR122, AR131, AR132 with the AC1xx
controller.

e 5m long, terminated with RJ45 plug and a 10-pin female connector.

3.6.2 AW111 cable wiring

10-pin female connector

RJ45 plug
g (white-orange) (white-orange) g
o (ora.nge) " (orange) o
o (white-green) (w |te-g|:|en) o
o (blué) - (blue) o
o (white-blue) (white-blue) o
o (gr:en)b . (green) o
o (\;v ite-brown) (white-brown) |
o (brown) (brown) 9
[©)
O]
3.6.3 AW113 cable
Product Description Part number
AW113 - Reader to housing sliding door controller connection cable 244AW001130

e The cable is used to connect the reader AR121, AR122, AR131, AR132 with the
cold/hot aisle containment sliding door controller.

& e 5m long, terminated with RJ45 plug and male 10-pin connector.

3.6.4 AW113 cable wiring

10-pin male connector

RJ45 plug

g (white-orange) (white-orange) g
o (orange) (orange) o
o (white-green) (white-green) o
o (blue) : (blue) o
o (white-blue) (white-blue) o
o (green) (green) o
o (white-brown) (white-brown) o
o (brown) (brown) o
o el
o]
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3.6.5 AW112 cable

Product Description
AW112 - AL300 swinghandle to AR121 or AR131 reader connection cable, 0.55m
e The cable is used to connect the reader AR121, AR131 to AL300 swinghandle.
e Length: 0.55m, terminated with 10-pin male and 6-pin female connectors.

3.6.6  AW112 cable wiring

6 - Mechanical status (yellow)

5 - Electrical status (brown)

4 - Control (orange)
3-NC

2 - +12V (red)

1 - GND (black) X

\\ 6-pin female connector

[OO0 000 O]

[0 O0OO0O0O0O0OO0 o0

\\ 10-pin male connector

3.6.7 AW212 cable

Product Description
AW212 - AL200 swinghandle to AR121 or AR131 reader connection cable, 0.55m
e The cable is used to connect the reader AR121, AR131 to AL200 swinghandle.
e Length: 0.55m, terminated with 10-pin male and 8-pin female connectors.

3.6.8 AW212 cable wiring

4 - Control (yellow) /

3 - Status (green) /
2 - +12V (brown)

1 - GND (white) X

[ OO0 OO OO0O0O0]

[OCO0OO0OO0OO00O0 00O

10-pin male connector
8-pin female connector

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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3.7 System software

VISIO ST
on workstations

Roger SVC services and
SQL database on server

AC100 controllers

RogerSVC is a free package of Windows system services, the main task of which is to:

e Communicate with access controllers

e Perform configured system tasks

e Save system events to the database

e Requires continuous operation, if events are to be written to the database online, otherwise the events will be
saved in the controllers memory and will be transferred to the database after RogerSVC is restarted.

The software is available for download at www.roger.pl

Hardware requirements for RogerSCV:

Systems for up to 5 controllers Systems from 5 to 50 controllers Systems of over 50 controllers
4GB RAM, Intel Core i3 /i5(2 cores) 4GB RAM, Intel Core i5/i7 (4 cores) 8GB RAM, Intel XEON (8 cores)
or equivalent, 500 MB HDD or equivalent, 500MB HDD or equivalent, 500MB HDD

VISO is a Windows application for configuring and managing the access control system. It is available in two versions
VISO ST (Standard, also as a free version up to 16 doors) and VISO EX (Enterprise for installations over 128 doors).
Basic program functions:

e MS SQL Express / Server database

e Management from multiple workstations

e Encrypted communication with system devices and system servers

e Configurable rights for system operators

e Operator’s actions recorded in logs.

e Unlimited number of system users

e Monitoring the current operation of the system in text (table) and graphical (maps) modes
o Monitoring of any state of the facility with the use of automation nodes
e Configurable event types for selected logical automation nodes

e System control using remote commands

e Automatic system reactions for selected events

e Configurable alerts for selected events

e E-mail notifications

e Support for system administrator reader

o Wizards for quick system configuration

e The software is available for download at www.roger.pl

Hardware requirements for VISO ST:
RAM: 4 GB (8 GB for systems with more than 50 controllers), CPU: Intel Core i5 or equivalent (Core i7 for systems
with more than 50 controllers), HDD: 500 MB for VISO, minimum screen resolution 1280x1024

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface 22
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3.7.1 Software versions and licenses

Version comparison

www.bkte.pl

Parameter VISO ST VISO EX

Free version Maximum version Maximum version
Controller supported MC16-PAC-ST MC16-PAC-ST MC16-PAC-EX
Number of doors 16 128 Unlimited
Number of users 500 Unlimited Unlimited
Operator stations 1 3 Unlimited
USB dongle for license Not required RUD-6-LKY RUD-6-LKY

VISO ST licenses
VISO ST licenses
LIC-VISO-START-ST - License for the management program for the RACS 5 system; starter version; no license or
dongle required; free version limitations:
- up to 16 doors
- up to 500 users
- 1 operator station
RUD-6-LKY - USB dongle for license

LIC-VISO-BASE-ST - License for the management program for the RACS 5 system; basic version; requires a license and

dongle; basic version limitations:

- up to 32 doors (max 128)

- up to 1000 users (max unlimited)
- 1 operator station (max 3)

LIC-VISO-ST-16AD -License for additional 16 doors (VISO-ST Standard system)

LIC-VISO-ST-32AD -License for additional 32 doors (VISO-ST Standard system)

LIC-VISO-ST-64AD -License for additional 64 doors (VISO-ST Standard system)

LIC-VISO-ST-100U - License for additional 100 users (VISO-ST Standard system)

LIC-VISO-ST-500U - License for additional 500 users (VISO-ST Standard system)

LIC-VISO-ST-1000U - License for additional 1000 users (VISO-ST Standard system)

LIC-VISO-ST-1WS- License for 1 additional operator station of VISO program (VISO-ST Standard system)
LIC-VISO-ST-WEB- License for VISO Web application (VISO-ST Standard system)

LIC-VISO-ST-MOB- License for the VISO Mobile application (VISO-ST Standard system)

VISO EX licenses
VISO EX licenses

RUD-6-LKY - USB dongle for license

LIC-VISO-BASE-EX - License for the management program (VISO-EX Enterprise) for the RACS 5 system; basic version,
includes a license to use VISO Web and VISO Mobile; requires a license and dongle; Basic version limitations:

- up to 32 doors (max unlimited)

- up to 1000 users (max unlimited)

- 2 operator stations (max unlimited)

LIC-VISO-EX-16AD -License for additional 16 doors (VISO-EX Enterprise system)

LIC-VISO-EX-64AD -License for additional 64 doors (VISO-EX Enterprise system)

LIC-VISO-EX-128AD -License for additional 128 doors (VISO-EX Enterprise system)

LIC-VISO-EX-100U - License for additional 100 users (VISO-EX Enterprise system)

LIC-VISO-EX-500U - License for additional 500 users (VISO-EX Enterprise system)

LIC-VISO-EX-1000U - License for additional 1000 users (VISO-EX Enterprise system)

LIC-VISO-EX-1WS- License for 1 additional operator station of VISO program (VISO-EX Enterprise system)
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4 BKT ACBS SYSTEM STRUCTURE

4.1 System structure in a single cabinet

The figure below shows the connections between system components in one cabinet. Each cabinet in the system has a controller or a slave set
in a 1U 19” enclosure that powers the devices. The 1U 19” enclosure has a set of RJ45 sockets allowing connection of two door sensors, two

cabinet door readers and an optional cold/hot aisle containment sliding door reader. Connections are made using dedicated wires terminated
from the controller's side with RJ45 plugs.

FRo 0oOR
NTbog, rerR D
CABINET ; /‘
AC100 controller AW111
| cable

AR121 or AR131
AR121 or AR131
reader

85

S o ne b
P -1 o o
ER AD101 AD102 X
single-leaf door double-leaf door
sensor sensor

AL200
swing handle
AL200
swing handle
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4.2 System structure in cold/hot aisle containment

One controller can handle up to 16 doors. It should be installed in one of the cabinets. The controller should be connected to the local network
via the LAN connector. Other cabinets are equipped with AB101 secondary sets, also in 1U 19" enclosures. The secondary sets are connected to
the controller using UTP Cat5e patch cords, which form the RS485 bus for the subsystem of a maximum of sixteen doors. The RS485 bus can be
up to 1000m long.

The figure below shows an example of the connection layout for a cold/hot aisle containment made of six cabinets. The system has been divided
into two identical subsystems, one for each row of cabinet - a subsystem for cabinets 1 - 3 and a subsystem for cabinets 4 - 6. One of the cabinets
has an AC100 controller installed with the MC16-PAC-ST-7 controller pcb that supports up to 7 doors . The remaining cabinets are equipped with
AB101 secondary sets. The secondary sets are connected to the controller with UTP kat5e patchcords, which form the RS485 bus for the 7-door
subsystem. Two card readers and handles are connected to the AC100 controller or the AB101 set in each cabinet. Additionally, a third reader
for the cold/hot aisle containment sliding door is connected directly to the controller. The controller is connected to the local LAN network,
which is accessed by a computer with system configuration and management software.

CABINET 1 CABINET 2 CABINET 3

AB101 set AB101 set

AC100
controller AR122
+pch or AR132
— MC16-PAC-7 | |« reader
. o« o
o Q
=] a
o )
9 =
2 z
7] 2
2 o
2 AR121 2o
orAR131  AL200
reader ~ handle
o o
o o
o o
a a
) | Q
Z| | cABINET4 CABINET 5 CABINET 6 =
% %
2 2
o o
I I

AB101 set

AB101 set

AC100 +pch
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5 INSTALLATION OF CABINET DOOR DEVICES

Note: The installation of the devices should be performed by a skilled person or a person instructed by a skilled person.

5.1 AC100 controller installing
5.1.1  Package contents

Power supplies
AC100 housing 1U 19” bracket b kpf Bolts set Quick Start Guide
racke

512 Controller pcb mounting

www.bkte.pl

Before installing the controller in the cabinet, install the Roger MC16-PAC-ST-x pcb, where "x" means the number of doors supported by the
controller. Versions are available from MC16-PAC-ST-1 (for one door) to MC16-PAC-ST-16 (for 16 doors). The assembly of the pcb board should
be performed in an environment free from electrostatic charges. Hold the board only by its edges. More information about the controller pcb

itself can be found on the website www.roger.pl

Open the controller housing cover by unscrewing the three screws.

Make sure that all connectors on the terminal block are unscrewed
on the controller pch.

Place the controller pcb inside the housing, starting by placing the
controller terminal blocks on the pin strip located on the pcb inside
the housing. Then press the controller onto the two plastic spacers
located on the bottom plate of the housing.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Carefully tighten the connectors on the terminal block. It is enough
to tighten only the connectors with the white description on the
pcb, the others are not used.

Connect the LAN connection patchcord.

Put the housing cover and tighten the screws.
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5.1.3 Installing in the cabinet

Attach the 19" brackets to the housing using the provided four M3
screws (two on each side).

Attach the power supply bracket to the housing using the provided
two M3 screws.

Attach the power supplies using plastic cable ties or Velcro ties.
Connect the 230VAC power cables and secure against disconnection
by attaching a cable tie to the power supply holder.

Connect the 12VDC plugs of the power supplies to the sockets on
the front panel. Pay attention to the Rail A and Rail B markings.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Install the AC100 controller in the rack. Suggested position - at the
top at the back of the cabinet.

Screw the protective grounding conductor from the cabinet
grounding bar to the device housing.

Connect the power supply cables to the power strips in the rack. Pay
attention to the proper connection to Rail A and Rail B.

Make connections of the other devices according to 5.1.4
Connecting devices to the AC100 controller.
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514 Connecting devices to the AC100 controller
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LT

vamod O
g ¥ymod O

olfo] |- LB

L

N3do INods O
N1do W O

A 12VDC/1500mA B LAN FRONT DOOR FRONT DOOR ~ REAR DOOR  REAR DOOR

READER+LOCK ~ SENSOR ~ READER+LOCK  SENSOR

4 4

AC100 ACCESS CONTROLLER

SLIDING DOOR

READERsLOCK BV BUs

S S

Q ‘9 I ‘9 I
Patch AW111 AW111

Power Power cord cable cable
Front
supply supply d d
12V 1.5A 12V 1.5A I oor oor
sensor sensor
from from AD101 AD101
Rail A Rail B
% AD102 AD102
Local
Ethernet
q/ q/ network
/ / Front Front
door door
230VAC 230VAC reader reader
cord | cord AR121 AR121
or or
AR131 AR131
10m <
s
The length of cables powering reader N \O
and handle must not exceed 10m.
. L AW212 AW212
Use cables with a minimum cross-
cable cable

section of 0.14mm?2.

| I

AL200 AL200
swing swing
handle handle

5.2 AB101 secondary set installing

Package contents

Obudowa AB101
housing

Power supplies

1U 19” bracket
bracket

Bolts set

Quick Start Guide

o
Qoo

AW111 Patch cords
cable RJ45 - RJ45

I
e
E——

RS485 bus to the

Sliding AB101 secondary
door .
boxes in next
reader cabinets
AR122
or
AR132

I

The length of
AW113 the RS485 bus
cable cables should
not exceed
I 100m
Use UTP cat 5e
cable.
Sliding
door
controller
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5.2.72

Installing in the cabinet

Install the set in the same way as the controller (see 5.1.3 Installing in the cabinet).

523

Connecting devices to the AB101 set
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BT
ol [o

A 12VDC/1500mA B

AB101 ACCESS CONTROL BOX

vamod O
gymad O
N3do INo¥s O

N1do W O

LIl

LIl

L

FRONT DOOR  FRONT DOOR
READER+LOCK ~ SENSOR

REAR DOOR  REAR DOOR
READER+LOCK  SENSOR

SLIDING DOOR
READER+LOCK

t 4 4

oco

Power Power
supply  supply
12V 1.5A 12V 1.5A
from from
Rail A Rail B

230VAC 230VAC
cord cord

!
o

Patch
cord

I
e

Local
Ethernet
network

The length of cables powering reader

and handle must not exceed 10m.

Use cables with a minimum cross-
section of 0.14mm?2.

10m<

|
6

AW111
cable
Front
door
sensor
AD101
or
AD102
Front
door
reader
AR121
or
AR131
s
AW212
cable

AL200
swing
handle

I
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AW111
cable

Front

door

I sensor

AD101

or

AD102
Front
door
reader
AR121

or

AR131

i
O

AW212
cable

AL200
swing
handle

N
Qoo

AW111 Patch cords
cable RJ45 - RJ45

door RS485 bus to the

reader  AC100 controller

AR122 and AB101
or secondary boxes

AR132  in next cabinets

I \
Q \ The length of
the RS485 bus

AW113
cable

I 100m.
Use UTP cat 5e
cable.

Sliding
door
controller
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53 AR121, AR131 readers installing

5.3.1  Package contents

"1i|
e

3 M3 screws with
nuts

Reader

5.3.2  Installing on the cabinet door

Install the AR121 (Unique) or AR131 (Mifare) reader on the cabinet
door in a designated place. If the cabinet does not have a door

www.bkte.pl

NOTE: Before installing the AR131 reader (Mifare)
you need to perform a low-level configuration
(see chapter 7.2 Card reader low level configuration)

= TegeTeTeraraTaravavs

P NETeIeTeIe TR e ey,

dedicated to access control, make the mounting holes as shown in 2
'Y B

the picture on the right.

Open the reader casing by unscrewing the screw at the bottom.

»
T eERTeIeIeIRIRIR IR IR eI

“

B, T
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Attach the reader base to the outside of the door using the three
provided M3 screws. The screw head should be on the inside of the
door.

Then close the reader casing by tightening the screw unscrewed
earlier from the bottom.

Connect the reader with the controller and the door handle (see 5.7
Installation of cabinet door wiring)

5.4 AL200 swinghandle installing
5.4.1  Package contents

. Fastening element X .
AL200 swingahndle R Quick Start Guide
with a screw

54.2 Installing on the cabinet door

If the cabinet does not have an AL200 electronic handle pre-
installed, install it in place of the mechanical handle. Depending on
the type of mechanical handle used, additional mechanical elements
may be required. More information on this subject can be found in
the AL200 handle manual available on the website www.bkte.pl.
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Unscrew the cam, cylinder housing, and then the cogwheel

mechanism and remove the handle.

.
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7

Z ;lﬂtt'ﬂ
7/

Pull out the rods so that in the closed position of the handle, the
rods are extended to the maximum. Then place the electronic

handle in the cut-out in the door.
Screw in all the elements you just unscrewed.
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Check if the handle mechanically closes the door properly.

ST T

Q®
Y
I'.

[

5.5 AL300 swinghandle installing

Installation of the AL300 handle is similar to the AL200 handle.
Additional mechanical components, including a cogwheel
mechanism, may be required.
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5.6 Door sensors installing

Install the door sensors on the upper part of the cabinet frame by
screwing the metal holders that secure the reed switches. Attach
the reed switch magnets to the cabinet door using the enclosed self-
adhesive double-sided tape. The end of the cable should be
connected to the door sensor socket in the AC100 controller or the
AB101 set. The door sensor cable can be shortened to the required
length and reterminated with an RJ45 plug or its spare rolled up and
fixed in such a way that it does not interfere with other devices in
the cabinet.
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5.7 Installation of cabinet door wiring

Connect the reader to the controller with the AW111 cable. On the
door, hide the cable in dedicated cable paths. Fix the cables in the
cabinet using cable ties.

Leave a spare cord between the door and the cabinet frame to allow
the door to be opened.
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The AW111 reader cable can be shortened to the required length
and reterminated with an RJ45 plug or its spare rolled up and fixed

in such a way that it does not interfere with other devices in the
cabinet.

Connect the AL200 handle to the reader using the AW212 cable or
the AW112 cable (for the AL300 handle).

Connect the cables to the reader and arrange them carefully. Secure
them with electrical tape.
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Screw on the reader connector cover.
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Diagram of functional circuits for operating the cabinet door

Wiring diagram for operating the cabinet door

www.bkte.pl

AC100 controller or AB101 set

MC16-PAC-x controller pcb

Electromagnetic
lock
(top of door)

Electromagnetic

Separating relay
e.g. EA313

Electromagnetic
loks power supply.
5A

12VDC 1.5
.

(bottom of door)

1N4007

For powering locks
of the other door
of the cabinet

IN2 - tamper

IN3 - handle sensor
REL - door driving
OUT1 - LED driving
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6 INSTALLATION OF COLD/HOT AISLE CONTAINMENT SLIDING DOOR DEVICES

Note: The installation of the devices should be performed by a skilled person or a person instructed by a skilled person.

6.1 AC100 controller installing

The controller already installed in the cabinet should be used - see chapter 5.1 AC100 controller installing.

6.2 AR122, AR132 readers installing
6.2.1  Package contents

NOTE: Before installing the AR132 reader (Mifare)
( you need to perform a low-level configuration

(see chapter 7.2 Card reader low level configuration)

3 M3 screws with

Reader

nuts

6.2.2 Installing reader next to the sliding door

Install the AR122 or AR132 reader in a dedicated place on the side
wall of the cold/hot aisle containment. If the containment wall does @
not have dedicated holes, make the mounting holes as shown in the
picture on the right. Make sure that the reader installation location
will not interfere with the sliding doors.

Connect the reader to the AC100 controller or the AB101 set located
in the nearest cabinet. Use the AW111 cable. The cable must be
connected to the "SLIDING DOOR READER + LOCK" socket of the
controller (see 5.1.4 Connecting devices to the AC100 controller.).
Install the electrical junction box inside the cabinet and hide the

9
o
reader connectorsinit. ,e?/

14

89

6.3 Installing exit button and emergency button

Fix the buttons in dedicated places on the beam above the sliding
door, as shown in the photo, or on the optional frame installed
behind the sliding doors.
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6.4 Installing optional exit buttons

The wireless exit button and / or foot exit button must be connected
in parallel with the exit button above the sliding door.

6.5 Installing sliding doors wiring

Connect the AW113 cable (see 3.6.3 AW113 cable) to the sliding
door reader, and then route it (without cutting it) to the emergency
button, exit button, and sliding door controller. Cut and terminate
only the wires of the cables that need to be connected to the
device. Place and clamp the ferules on the ends of the cables before
connecting them. Make connections as shown in the diagram 6.6
Connection diagram of sliding kiosk door control devices.

www.bkte.pl

AC100 controller

AW111 cable

Sliding door
reader
AR122

or AR132

Junction box

Emergency

button W113 cable

Exit button O=r

Optional coupler ptional extension
to extend the patchcord
wiring

Sliding door
controller
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Connection diagram of sliding kiosk door control devices
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Wiring diagram for operating the sliding door
AC100 controller or AB101 set
MC16-PAC-x controller pcb
L EAS e cweoreeE RIS o
33 g mISweloo x <
S3223IIZEZ2Z522z52z25z2253333006%m000628
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N APaps Nl &l olalo 4ol 2 AE ool olalg 7ol 4 Aol & H ol N ol Jl o & o o & o
o & of o 2 ol u o o| £ ol & & ol ol o
T power A EREEREEN EEEREE 355 = 5] 2 EEEREE D955 52 5 2 < B E 45 2
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POWER A fg\‘j\ﬁksi LAN FRONT DOOR FRONT DOOR REAR DOOR REAR DOOR SLIDING DOOR BUS BUS
12v/1.5A : READER+LOCK SENSOR READER+LOCK SENSOR READER+LOCK
R145 plug
Reader 10-pin female connector BN EEEENE
10-pin male connector <| o}
AW111 cable oo 2 ol
EEENEEER
RS485-A RENE @|@|of [=[o]o) H
RS485-B
ouTL
IN1 ol
IN2
ouT2
AR122 GND
READER +12V.
IN3
Roger
MCHQZE'IO TMP. © ©
ol | o
TMP = = AW113 cable
REL1-COM 0 Em EMERGENCY BUTTON
REL1-NC GND
REL1-NO N3
CLK
DTA o TMP+EMERGENCY TMP
IN2 IN2 2 EMERGENCY USE SENSOR
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- DOOR DRIVING
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0|
9 | 9
10-pin female connectgr \L0-pin male connector EXIT BUTTON

N3
GnD ©\ | EXIT BUTTON

INL

G_@ND DOOR SENSOR
REL-COM E

REL-NO DOOR DRIVING

SLIDING DOOR CONTROLLER

Circuit markings
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DEVICE LOW LEVEL CONFIGURATION
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Before starting the configuration in the VISO ST software, the devices must be pre-configured. Roger VDM software is used for a low-level

configuration. Roger VDM software can be downloaded from www.roger.pl.

7.1

Controller low level configuration

Connecting to the controller

1.

Connect the LAN port of the controller to the computer from
which the configuration will be performed. Remember to
configure the network parameters of the computer properly.

. Run the Roger VDM software.
. In Roger VDM, select Device->New.

4. Select the device model (MC16 v1.x), firmware version,

communication channel (Ethernet).

. Enter the IP address of the MC16 (factory default IP address:

192.168.0.213).

. Enter the communication key (factory default password is

“1234”). In controllers with version older than 1.4, the factory
password is empty.

. Click Connect, the program will connect to the controller and

automatically go to the Configuration tab.

Firmware update

1.

Make sure that the device has the newest firmware. The
version currently installed on the device is displayed in the
bottom bar of the application window. The latest versions of
firmware can be downloaded from the website www.roger.pl

. To run the firmware update on your device, select Tools->

Update firmware from the menu.

Configuring the controller

It is recommended to start a new configuration from restoring all

default values.

Set Communication Key

Communication Channel:

Connection Parameters

IP Address:

Communication Key

Connection Info
Communication Channel:

Dy

Set communication key

192.168.0.213

Ethernet

Y MC16vlx fvls

Event Log

 Device: MC16 v1.x fvl.6 (192.16¢ 0)

= RogervDM

File Device Configuration Tools About

” p—

Signature:

192.168.000.213
Default gateway 192.168.000.001
Subnet mask 255.255.255.000
RS485 answer timeout [ms] 250
RS485 encryption [0]: No
RS485 encryption key Lhron
4 RACS CLK/DTA readers
Terminal 1 (RACS CLK/DTA ID=0) [0]: OFF
Terminal 2 (RACS CLK/DTA ID=1) [o]: oFF
Terminal 3 (RACS CLK/DTA ID=2) [o]: oFF
Terminal 4 (RACS CLK/DTA ID=3) [0]: OFF
4 Wiegand readers
Terminal 5 (Wiegand 1) [0]: OFF
Terminal & (Wiegand 2) [o]: OFF
Terminal 7 (Wiegand 3) [o]: OFF
Terminal 8 (Wiegand 4) [o]: OFF
Wiegand format [0]: Auto v

) 566 a,

T

1P address 1192.168.000.213
Default gateway 192.168.000.001
Subnet mask 255.255.255.000
RS485 answer tmeout [ms] 250
RS485 encryption [0]: No
RS485 encryption key Liwnown

4 RACS CLK/DTA readers
Terminal 1 {RACS CLK/DTA ID=0) [0): OFF
Terminal 2 {RACS CLK/DTA ID=1) [0): OFF
Terminal 3 {RACS CLK/DTA ID=2) [0): OFF
Terminal 4 (RACS CLK/DTA ID=3) [0]: OFF

P
Terminal 5 {Wiegand 1) [0]: OFF
Terminal 6 (Wiegand 2) [0): OFF
Terminal 7 (Wiegand 3) [0): OFF
Terminal 8 (Wiegand 4) [0): OFF

5 Da Signature: MC16 v1.6 fv1.6.6.566 o
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Set the controller's network parameters.

It is necessary to set the communication key. This is a kind of
password to access the controller.

1. Select Tools->Set communication key from menu.

Enter key. You can use only hex signs (0-9, A, B, C, D, E, F).

3. Write the key down, as it will be needed at high level
configuration of the system.

4. Click Set key button.

5. Click Close button.

Send settings to the device - click Send to Device button.

Ending the controller low level configuration

1. In Roger VDM menu select Device-> Disconnect.
2. The controller will be rebooted.

www.bkte.pl

= RogervDM

File Device Configuration Tools

1P address.
Default gateway 192.168.000.001
Subnet mask 255,255.255.000

RS485 answer timeout [ms]
RS485 encryption
RS485 encryption key Lhkrown
4 RACS CLK/DTA readers
Terminal 1 (RACS CLK/DTA ID=0) [0): OFF
Terminal 2 (RACS CLK/DTA ID=1) [0]): OFF
Terminal 3 (RACS CLK/DTA ID=2) [0): OFF
Terminal 4 (RACS CLK/DTA ID=3) [0): OFF
4
Terminal 5 {Wiegand 1) [0): OFF
Terminal 6 {Wiegand 2) [0]: OFF
Terminal 7 {(Wiegand 3) [0]: OFF
Terminal 8 (Wiegand %) [0]: OFF

Wiegand format [0]: Auto

566 "

Signature: MC16 w1

% RogervDM

File Device Configuration

192.168.000.213
192.168,000.001

Default gateway

Subnet mask 255,255,255.000
RS48S answer tmeou|
RS48S encryption

RS485 encryption ke

% RogerVDM

File Dev onfiguration  Tool

IP address 1192.168.000.213
Default gateway 192,168,000,001

Subnet mask 255,255,255,000
RS485 answer timeout [ms] 250
RS485 encryption [0]: No
RS485 encryption key Liwonn

4 RACS CLK/DTA readers
Terminal 1{RACS CLK/DTA ID=0) [0): OFF
Terminal 2 (RACS CLK/DTA ID=1) [0]: OFF
Terminal 3 (RACS CLK/DTA ID=2) [0]: OFF
Terminal 4 (RACS CLK/DTA ID=3) [0]: OFF

4 Wiegand readers
Terminal 5 (Wiegand 1) [0): OFF
Terminal 6 (Wiegand 2) [0): OFF
Terminal 7 (Wiegand 3) [0): OFF
Terminal 8 {Wiegand 4) [0): OFF
Wiegand format [0): Auto
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7.2 Card reader low level configuration

Connecting the reader

For low-level configuration, the reader should be connected to the computer via the RUD-1 interface. If the reader is already installed on
the cabinet door, then:

1. Disconnect the reader's AW111 cable from the controller by unplugging the RJ45 connector.

2. Connect the RJ45 plug of the AW111 cable to the RUD-1 interface as shown in the figure below.

10-pin male connector 10-pin female connector
(brown)
RJ45-R145 (wh.ite—brown) ; : Elj\-szV
coupler (white-orange) SA
(orange) 4.8
READER 5-TXD
_ 6 - RXD
AR121, AWL11 cable RJ45 patchcord with
AR122, separated wires
AR131,
or AR132
RUD-1
uUsB

Putting the reader into the service mode

AR121 and AR122 readers (UNIQUE readers) do not require any

additional steps. READER
In AR131 and AR132 readers (Mifare readers) you should:
1. Remove the MEM jumper on the reader O'AI‘,P;\IR3113'2

2. Restart the reader (turn off and turn on the power or short
RST jumper for a moment) - orange LED SYSTEM reader will

start to flash
3. Within 5 seconds put back the MEM jumper - reader orange MEM
LED SYSTEM will start to flash RST

. . . FDM
4. The reader is ready for low-level configuration

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Connecting to the reader

1. Run the Roger VDM software.

2. In Roger VDM, select Device->New.

3. Select the device model, firmware version, communication
channel COMx (RUD-1).

4. Click Connect, the program will connect to the reader and
automatically go to the Configuration tab.

Firmware update

1. Make sure that the device has the newest firmware. The
version currently installed on the device is displayed in the
bottom bar of the application window. The latest versions of
firmware can be downloaded from the website www.roger.pl.

www.bkte.pl

Set Communication Key

Channel:

Connection Parameters

Serial Port:

ction Info

nunicatic

= RogervDM

File Device

2. To run the firmware update, disconnect (Device->
Disconnect), and then select Tools-> Update Firmware from
the menu. For the UNIQUE readers (AR121 and AR131) to
update firmware use RogerISP software available at

www.roger.pl.

Configuring the reader

It is recommended to start a new configuration from restoring all
default values.
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4 ‘Communication settings:
RS5485 address.
tmeout [s]
. =
Card reading synchrenisation input. [}
Card reading synchronisation output 0
Single key press [4): ves
Min. PIN length 4
Max, PIN length 8
[*] key dears PIN buffer [1]: Yes
Time between keys in PIN [s] E
FIN followed by [] key [1]: Yes
Long key press time [s] 31
» Key press options 000S00FF
Backlight level [%] 20

= RogervDM

File Dev onfiguration  Tool

Card reading synchronisation input
Card reading synchranisation output 0
Single key press [1]: Yes
Min. PIN length 4
Max. PIN length 8
[] key dears PIN buffer [1]: Yes
Time between keys in PIN [s] o
PIN followed by [#] key [1]: Yes
Long key press time [s] 31

b Key press options 000500FF
Backlight level [%] 20
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Each reader connected to the same controller (also via secondary
sets AB101) must have a unique address. Each reader should be

given an individual address in the range of 100 - 115, which gives
the maximum number of 16 readers connected to the controller.

Set the IN1, IN2 and IN3 input type. Depending on the reader,
these inputs are for the door sensor, tamper, door handle sensor,
exit button and escape button sensor for the sliding door.

See these diagrams:

5.8 Diagram of functional circuits for operating the cabinet door
6.7 Diagram of functional circuits for operating the sliding door

AR121 & AR131 - for AR122 & AR132 - for cold/hot
cabinet door aisle containment sliding door
Input IN1 - NC Input IN1 - NC
Input IN2 = NC Input IN2 = NC
Input IN3—NO Input IN3—NO

Describe the reader's inputs and outputs. These descriptions will
be visible in the high-level VISO ST software, which can help you

navigate between inputs and outputs during system configuration.

AR121 & AR131 - for AR122 & AR132 - for cold/hot
cabinet door aisle containment sliding door
Input IN1 — door sensor Input IN1 — door sensor

Input IN2 —tamper Input IN2 — emergency

Input IN3 — handle sensor Input IN3 — exit button

Output REL — lock Output REL — lock

Output 101 - LED Output 101 - LED

www.bkte.pl

= RogervDM

File Device Configuration Tools About

4 G icati - B —
e i >
RS485 communication timeout [s]

2 -

Card reading synchronisation input 0

Card reading synchronisation output 0

Single key press [1]: Yes
Min. PIN length 4

Max, FIN length 8

[*] key dears PIN buffer [1]: ves
Time between keys in PIN [s] 2

PIN folowed by [#] key [1]: ves
Long key press fime [s] 31

+ Key press options 000500FF

Backlight level [%] 0

0 59 Bl

5 Device: MCTv1 Signature: MCTIZ2E-IO v

= RogervDM

File Device Configuration Tools About

N1 [1]:nC
N2 [1]:nC
IN3 [0]: NO

2 =
REL1 [00: Normal polarity.
101 [9): Normal polarity
102 [0]: Normal polarity

0) 59 &

8 Device: MCT vlux fi Signature: MCTI2E-IO v

5 RogervDM

File Device Configuration Tools Abo

INL door sensor
N2 tamper
3 handle sensor
” %
REL1 [00: Normal polarity.
101 [9): Normal polarity
102 [0]: Normal polarity
P
RELL lock
101 LED
102
4 Object N /
[ oev N7

0) 59 )

5 Device: MC

Signature: MCT
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Send settings to the device - click Send to Device button.

Ending the reader low level configuration

1. In Roger VDM menu select Device-> Disconnect.
2. Put the MEM jumper on the reader (only in AR131 and
AR132)

3. Connect the reader back to the controller or slave set in the

cabinet.

8 SOFTWARE

= RogervDM

www.bkte.pl

File Device Configuration Tools About

‘RELI

4 Qutput polarity
RELL [0]: Normal polarity
101 [0]: Normal palarity
102 [0]: Normal polarity
4 Output comments
lock
101 LED

102

. oree
) 59 e

Signature: MCTIZE-IO0

* Device: MCT

The Roger SVC software must be installed for the system to function properly. Once installed, the software runs as Windows service. The software
is responsible for communication with system controllers and writing information to the database. The service package must be installed only

on one computer, e.g. on a server.

8.1 SVC software installation

Download from http://www.roger.pl/en/and run the file
RogerSVCSetup.exe. Then follow the windows that appear.

It is necessary to select Install communication service
Installing:

e licence service

e [ntegration service

e Virtual controller service
is not needed.

8! Setup - RogerSVC - X

Welcome to the RogerSVC Setup
Wizard
This wil install RogerSVC 1.4, 2. 14400 on your computer.

Ttis recommended that you dlose all other appiications before
continuing.

Click Next to continue, or Cance! to exit Setup.

5! setup - RogersvC -

Communication Service installation
Do you want to install Communication Service?

Read text below and choose if you wish to install Communication Service:
install Communication Service:

Communication Service provides data link between RACS 5 physical devices and
managing saftware. Only ane Communication Service should be installed in the system.
Tt can be installed on any, arbitrary selected computer. Do not use this option if
Communication Service is already installed on some other computer or you plan to
install it on anather PC machine.
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8.2 SVC software configuration

Open the service management application from the taskbar

shortcut.

Click on Database connection.

Click on Configure connection.

Click on Select database.

www.bkte.pl

RACS Services Manager (1.6.6.27900)

Do, asg COmection Communication service

# Settings www.roger.pl

(X) Database connection

Data source type

Microsoft SQL Server Compact 4.0
Data source

D:\DOKUMENTY JACKAVNWESTYCIE\mBanklfcl\2018-06-13_mBark.sdf

Version

rfiguration

(o]

D:Test_czyinikon_AR121_AR 122_AR131_AR132.5df (| )
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Select the file with the database created in the VISO software and
confirm. See section 8.4 Database configuration.

Enter the database password if it was created and click OK.

Go back to the main window.

Click on Communication service.

www.bkte.pl
Open X
« v ||« wiring... > Tester_czytnikow ~| O | Search Tester_czytnikow »
Organise »  Newfolder Bz~ ™M @
Documents # ~  Name - Dste modified

=] Pictures * | Test_czytnikow_AR121_AR122_AR131_AR132.5df 21.02.2018 11:32.

|| Onebrive
[ This PC
3D Objects
B Deskiop
Documents v < 3

File name: | Test_czytnikow_ARTZ1_AR122_ART | [SQL Server Compact 4.0 Datab v |

1 configuration

Microsoft SQL Server Compact 4.0

(e]

Di\Test_czytnikow AR121 AR122 AR131 AR132.sdf [ Select..

(X) Database connection

Data source type

Microsoft SQL Server Compact 4.0
Data source

DifTest_ceytnkow_AR121_AR122 AR131 AR 132.sdf

Version

1.3.4.12880

RACS Services Manager (1.6.6.27900) X

Database connection
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Click Start RACS Services Manager (L6.6.27900)

(X) Communication service

Name of service

RacsCommunicationServer
State of service
Stopped

Type of service run

Auto

Log in as

Local system

Version
1.6.6.27900

Configuration
Communication service address:
127.0.0.18890
Confiquration
Show log

RACS Services Manager (1.6.6.27900)

Go back to the main window.

(¥) Communication service

Name of service

e
State of service
Stopped

Type of service run

Auto

Log in as
Local system

Version
1.6:6.27%00

Communication service address:
127.00.18590

Configuration

Shon log

RACS Services Manager (1.6.6.27900)

Services have been configured. Close the window.
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8.3 VISO ST software installation

Roger VISO ST software is used to configure and manage the RACS5 access control system. In the case of multi-user work, the software must be
installed on every computer from which the system will be managed

Download from www.roger.pl/en/ and run the VISOSetup.exe file. 3 s vs0 - *
. ! h
Then follow the windows that appear. Wirarg (0 the VIS0 Setup
pp
This willinstall VISO 1.4.2.14400 on your computer.
Itis that you dose al other
continuing.
Click Next to continue, or Cancel to exit Setup
~
VISO
After installation, the first time you run the program, you must Connection configuration

configure the database access. See section 8.4 Database L
configuration.

8.4 Database configuration

The database stores information including system configuration, system users data and events occurring during system operation.

NOTE: from version 2.0, the VISO program works only with the MS SQL Express/Server database.

To add a new connection to the database, select System->Add
Connection
If this is the first time you run VISO, go to the next step.

B rovomcomeiim
B2 oatsbase Descr
S E——

- Management and Monitoring A
Export

By e

Favourites

Wy Fepot Poblem

Licans information

iy SelctLicensing Sever

., Ordertinne bmited EX license
]
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File database configuration:
NOTE: from version 2.0, the VISO program works only with the MS
SQL Express/Server database.

e Enter the name of the connection to the database in the Name
field.
Select Create new database.
Select Directory where you want to save the database file.
Enter the name of the database file in the Database field.
Optionally enter a password to protect access to the database.
Confirm by clicking OK.

Configuration of the server database:
The database and its user should be previously created on the SQL
server.

e Enter the name of the connection to the database in the Name
field.
Select an SQL server.

Check Use SQL Server database authentication and enter
database user details.

Check Select or enter a database name and enter the database
name you created earlier.
Confirm by clicking OK.

After configuration, the software will restart using the created
database.

In the newly created database, the administrator's access
password is empty.

8.5 Migration from file to server database

It is possible to transfer data from a file database to an MS SQL server database. This procedure is described in the application note AN-017

available on the website www.roger.pl.

www.bkte.pl

Connection configuration

Enter information to connect to the selected data source or dick "Change” to che
different data source

Connection configuration

Enter information to connect to the selected data source or didk "Cl
choose a different data source

SO DsDmES ]

database name:

sccsscnron: A T

@ Create the database:

& Login
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9 SYSTEM CONFIGURATION

9.1 Controller configuration

The system configuration should be started by adding a new
controller.
e Choose Wizards->Add Access Controller.

Favourites

B operotor:admin ) ®

The controller can be assigned to a subsystem. Such dividing s GG 3 W

e Enter the name of the subsystem to which the controller will

belong - eg. Server room or DataCenter.

o Click Next.

Enter the name of the controller, e.g. C1. BT Emie T

Enter the communication password that was created during
the low-level configuration of the controller. See section 7.1
Controller low level configuration.

Click Next.
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Settings are being saved to the database
e Then on the confirmation window click OK

The controller will now search for readers that have been
connected to the bus.

e Select Run Device Discovery Process.

e Click Run.

The controller and all the readers connected to it should appear
on the list.

e Click Finish.

In the system tree view of main application window, the
DataCenter subsystem should appear with the C1 controller,
which just have been added. The system tree may need to be
refreshed.

o |n the tree view, expand System->Networks.

www.bkte.pl

Data saving
Select [Next] to save Access Controller settings into database

) [15:55:28]: Starting data saving.

(&) [15:55:28]: Creating object: Network (DataCenter)

(&) [15:55:28]: Creating object: Access Contraller (C1)

(&) [15:55:25]: Setting communication key for the Access Controller
(@) [15:55: 32 Dataaaiac accaact

Add Access Controler Wizard

Hardware resources discovery

Select [Run] to detect hardware resources of Access Controller and its peripheral devices. Then select [Finish] to dose the wizard or optionally
select [Next] to proceed with copying of configuration from existing controller.

Add Access Controler Wizard

Hardware resources discovery

Select [Run] to detect hardware resources of Access Controller and its peripheral devices. Then select [Finish] to dose the wizard or optionally
select [Next] to proceed with copying of configuration from existing controller.

Device discovery completed successfully.

() [4:01:07 PM]: Reading device capabilities. Success.
[4:01:07 PM]: Updating database.
[4:01:11 PM]: New Device detected: MCT12E-10 v1.x. RS Address: 100,

3 Navigation Tr

Favourites

&%, o

- Event Log

= Database: bit_acs_db.sdf @ Communication Server: 127.0.0.15890 @ Licensing Server: Not required | @

B Opcrotornimin 1
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All system readers connected to the controller should appear in
the system tree view.
o |n the tree view, expand System->Networks->
->DataCenter->C1->Hardware Resources

= Database: bit_acs_db.sdf @ Communication Server: 127.0.0.18890 @ Uicensing Server: Not required | @

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising.

9.2 Changing the controller IP address
Changing the IP address of the controller is done in two stages. First you need to change the address during low level programming and then
update it in the VISO application.

Carry out low-level configuration of the controller using % RogervDM
File Device Configuration Tools About
RogerVDM software. Enter a new IP address. Follow the :

instructions in the chapter 7.1 Controller low level configuration.
Default gateway 192.168.000.001
. . Subnet mask 255.255.255.000
Make sure that the configuration process has been completed by T el e
e N
restarting the device. To do this: R85 encrypton ey ko
. . 4 RACS CLK/DTA readers
e |In RogerVDM, select Device->Disconnect. Terminal 1 (RACS CLK/DTA 0=0) Tl oFF
. Terminal 2 (RACS CLK/DTA ID=1) [0]: OFF
e The controller will restart. Termindl 3 RACS CIKIDTA ID=2) f0): 0FF
Terminal 4 (RACS CLK/DTA ID=3) [0]: OFF
7
Terminal 5 (Wiegand 1) [0]: OFF
Terminal & (Wiegand 2) [0]: OFF
Terminal 7 (Wiegand 3) [0]: OFF
Terminal 8 (Wiegand 4) [0]: OFF
Wiegand format [0]: Auto

T T T RN
0)

% Device: MC16 v1x fv

Signature: MC16 v1.6 fv1.6.6.566 E

Update the data in the VISO program. For this purpose:
e In the tree view, right click
System->Networks->DataCenter->C1->Edit

Favourites
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e In the popup window, enter a new IP address
e Click OK

It is still necessary to discover devices again.

o |n the tree view, right-click
System->Networks->DataCenter->C1->Commands->
->Run Device Discovery

e Click Run
e Then OK when finished

e Perform data synchronization. See chapter 9.3 Data
synchronising.

www.bkte.pl

Edit Access Controller

General

Module:

cription:

v X

[ SetDate snd Time

[ Restar with Dynamic Data Relosd
[ Restar without Dynamic Dsta Relosd
PP Set Communication Key
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9.3 Data synchronising

Data synchronisation is an uploading to the system controllers the
configuration created in the VISO software. For this purpose:

e Choose Synchronisation tab.

e Then click Synchronise.

e In the pop up window, you can select the controllers to
participate in the synchronisation.
e Then click Start.

Correctly completed process of data synchronisation with
controllers is indicated by a green field next to each of them.
o Click Close.

www.bkte.pl

Favourites

A

+ B mHeniz a0 v

2 Vet Comrolers

Frd Authenticaton
Faciar

Fver 1270018990 @

tart  Se ect All Unselect All Reload dynamic data: Reload objects states:

Last synchronisation: Unknown

M 4 4 Record1of 1 » » W]

Device Synchronisation

De:

] button to synchrc

Start  Select All Unselect All Reload dynamic data: Reload obj,

(]

(=1 213 itching configuration: success.

M4 4 Record 1of1 ¥ b b
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9.4 Cabinet door configuration

To start the door configuration::
e Choose Wizards->Add Access Door.

g Authentication
Factor

Event Log

= Database: biet_acs_dbsdf @ Cor ation Server: 127.00.15890 @ Uicensing Server:Not required @ @

In the pop up windows: Add Access Door -1

e Choose Read-in only (the door with card reader on one side). Io N b ety st s Cocr v
o Click Next.
e Enter the door name eg. C1_Cab-01-front Add Access Door -CL T X

0 Specify hardware configuration parameters for the newly created Access Door,

General
_Cl,cah«ﬂlrﬁun(
The hardware configuration of the door should be assigned: door P ST

ReadHn /

reader, door sensor and a door lock control relay. For this purpose
it is necessary to know which address has the reader installed on
the configured cabinet door. In this example, only one reader with
address 100 is displayed.

Lock Pulse [s]:

o Drop down the Read-in Terminal list and select READER from tact Input:
the appropriate card reader. it Button Input:
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figuration

S8 RIS T MCT 12510 w1.x_192.168.0.213_100_READER -]

e Drop down the Door Lock Output list and select REL1 from the
appropriate card reader.

act Input:

tton Input:

« |BUZZERT1

o Drop down the Door Contact Input list and select INI from the FREEEElSr
appropriate card reader.

M 1CT 12610 v1.x_192.168.0.213_100_ READER I~
=]
1
MCT126-10 v1.X_192.168.0.213_100_REL1 BE
I T
e ——

act Input:

Exit Button Input:

INP 2/[2]: NC tamper

100 INP 3/[1]: NO N3 handle sensar
e Set the time to unlock the lock for 6s. This is the optimal AddAceess D
unlocking time for cabinet electronic handles. n R VY S Y V-
o Click Next
C1_Cab-01-frent
-
T 5
e —
] =
MNane hd
e e =
Back Next Cancel

Create a new access authorization for this door. This authorization Add Aceess oor =L

A AR 1O

that door. The program will suggest a name (C1_Cab-01-
front_IN_AUTH).

e Choose Create new Authorisation.

o Click Next.
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System saves the settings to the database. Al e -EL

Data saving

Do not perform synchronisation, yet (uploading settings to the fidd Access boor “CL

isation

‘Synchron
controlle r) . Select [Start] to synchrarise database and controler settings.

o Click Finish.

As the door sensor, only one input IN1-door sensor has been
assigned to the door. It is necessary to assign the IN3 input -
sensor of the handle. In this way, the system will recognize the
door status as open when either door or handle is open.
e In the tree view, right-click on System->Networks->
DataCenter->C1->Access Doors and select Open.

www.bkte.pl

Select [Next] to save Access Doar settings into database.

:30:20]: starting data saving. A

Creating object: Access boor
Cresting object: Input (ccor Contact Toggle)
assign Input to Access Dcor (Door Contact Toggle)

:30:24]: Creating object: Access Terminal (IN)
:30:24]: Creating object: Access Point (IN)

rol and Building

Favourites

ok o

& u

e Credental Orire

% |

B OperstorAdmin I =
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e Click on the door, which just has been added to the system —
C1_Cab-01-front.

e Choose Inputs tab.

e Click Add.

In the pop up window:
e Click on +in the field Input.

In the next pop up window select the input line where the
swinghandle sensor is connected.
e Click on the drop down list in the field Object->Name.
e Select IN3 input of the card reader MCT12x-10 which belongs
to currently configured door.

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes

www.bkte.pl

= Dstabase: bit_acs_dbsdf rver: 1270019990 @ Ucensing Server:not required @ |

Add Input

General
Input:

Function:

No shortcut

handle sensor

Options

Events

Confirmation

ply default name fi

M Remember my choice
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e Confirm the input line by clicking OK

e |n the Function field, select the function [130]: Door Contact
e Click OK

The cabinet doors have been configured and should appear in the
system tree view.
e In the tree view expand System->Networks->
->DataCenter->C1->Access Doors

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising.

e

X Navigation Tree Vew

www.bkte.pl

Add Input

MCT12E-10 v1.x_192.168.0.213_100_IN3

hen input ched ON:

Inputs oo
e 11501 oor Contact ogge D |

. 1 u‘

rver: 127.0.0.18590 @ Licensiny
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9.5 Cold/hot aisle containment sliding door configuration

To start the door configuration::
e Choose Wizards->Add Access Door.

g Authentication
Factor

Event Log

= Database: biet_acs_dbsdf @ Cor ation Server: 127.00.15890 @ Uicensing Server:Not required @ @

In the pop up windows: Add Access Door - C1
e Choose Read-in only (the door with card reader on one side). Io N b ety st s Cocr v
o Click Next.
e Enter the door name eg. C1_Aisle-01-front fadccess oot CL £
Speify hardware configuration parameters for the newly created Access Deer,
The hardware configuration of the door should be assigned: door = SLrEten
. Lea Terminal:
reader, door sensor, door lock control relay and exit button. For -

this purpose it is necessary to know which address has the reader
installed on the configured sliding door. In this example, only one
reader with address 100 is displayed.

o Drop down the Read-in Terminal list and select READER from ontact Input:
the appropriate card reader. Button Input:
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e Drop down the Door Lock Output list and select RELI-lock from
the appropriate card reader.

MCT12E-10 v1.x_192.168.0.213_100_READER -]

Alarm Output:

tInput:

OUT 3/[5): ON | ... [I102
OUT 4/[1): ON | ... | BUZZER T1

e Drop down the Door Contact Input list and select IN1-door
sensor from the appropriate card reader.

Alarm Qutput:

ct Input:

Exit Button Input:

emergency
INP 3/[1]: NO exit button

e Drop down the Exit Button Input list and select IN3-exit button

.
from the appropriate card reader. a

L B
P —
N e 1T

r= 127.0.0.1:8890 & Ln

o Click Next. Add Access Door - C1

Access Door Configuration
configuration per

MCT 12610 v1.x_192.168.0.213_100_REL1

None.

None

MCT 12510 vi.x_192.168.0.213_100_IN1
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Create a new authorisation to access this door. This authorisation
will then be assigned to the user so that he can open the door.

The program will propose the name (C1_Aisle-01-front_IN_AUTH).

e Choose Create new Authorisation.
e Click Next.

System savs the settings to the database.

Upload the configuration to the device, that is, synchronise the
controller.

o Click Start.

o After synchronisation click Finish.
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Add Access Door - C1

Readin Authorisation creating
Selectif new read-in Authorisation wil be created or twill be induded in existing Authorisation,

Add Access Door - C1

Select [Next] to save Access Door settings into database.

: starting data saving. ~
: Creating cbject: Access Door
eating object: Input (Door Contact Toggle)

@ Cresting object: Authorisation (IN)

Add Access Door - CL

Synchronisation
C Select [Start] to synchronise database and coniroler settings

30 PM): Fimiare chedking...
Chedsng controler fimuare. Success.
Generating configuration saript. .
Generating configuration script: Success.
: Sending current date and tme...
PM]: Sending current date and tme: success.
[2:04:42PM]: Sending script.
(@ [2:04:43PM): Sending sarpt: success,
[2:04:43PM]: Processing configuration
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The cold/hot aisle containment sliding door has been configured
and should appear in the system tree view.
o |n the tree view expand System->Networks->
->DataCenter->C1->Access Doors

Favourites

3 o

& L

Deletz Person Crne Ad Credetial Crine

g

9.6 Permanent opening of the cold/hot aisle containment sliding door

Sometimes, while working in the server room, it is necessary to
block the entrance door to the cold/hot aisle containment in a
permanently open position. Pressing the F1 button on the door
reader keypad and then applying the authorized user card will
open the door and lock it in the open position. To close the door,
press F1 and again apply the card.

Favourites

e |n the system tree view, click right on System->Networks->
->DataCenter (configurable name)> C1 (configurable controller
name)-> Access Doors and select Open

o Select the door of the aisle eg. C1-Aisle-01-front.
e Select Function Keys tab.
e Click Add.

www.bkte.pl

In the pop up window: Add Function Key
e Click on +in Function Key field '

Fun,

Function:

Authorisation Options
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In the next window that opens, select the keypad of the cold/hot
aisle containment front door reader:
e Drop down the Object->Name list and select KEYPAD of the
reader, which controls aisle door.

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes

e Select F1 key.

e Select Authentication Point (reader) of the cold/hot aisle
containment door.

e Click OK

e Select Function [136]:Set Alternately Normal/Unlock Door
Mode

e Tick User Authentication required option

e Click OK

www.bkte.pl

Add Function Key

Function Key1

B Report

Confirmation

efault name for th

Remember my ¢

Add Function Key
General

C1_100_KEYPAD_F[1]_Short Press

MCT12E-10 v1.x_192. 168.0.213_100_KEYPAD =
Fii >

Add Function Key
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The use of the F1 button has been. The above configuration
should be sent to the controller. See chapter 9.3 Data
synchronising. After synchronization the controller will restart and
it will be possible to use this functionality.

9.7 User identification by card and PIN code

By default, each door can be opened with a card or a PIN code.
The system may require the user to hold the card and enter the
PIN code at the same time to open the door.

This function is assigned to the access point (reader), which means
that the door configured in this way can only be opened by
holding the card and entering the PIN code at the same time.

To start configuration:
e |n the system tree right click
System->Networks->DataCenter->C1->Access Points and select
Open

o Select the identification point (reader) to be configured as an
input with two-factor identification

e Choose Main tab

e Select Edit

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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In the popup window: Edit Access Point
e Choose Authentication tab
e Select Card and PIN from the Default Authentication Policy Ci_fisle-0 Lfrort IN

www.bkte.pl

drop-down list.

e Click OK

The door with the C1_Aisle-01-front_IN access point (reader) has
been configured to be opened with a two-factor mode (card + PIN
code).

The configuration made above should be sent to the controller. : Cord riy
Fi int On
See chapter 9.3 Data synchronising. et e

9.8 Two user entry

Two user entry means that two users have to apply the card to the
reader in a short time to open the door. Both users must have
permission to open this door. If more than two users have
permission to open that door, then any two of them can do this.

To start configuration:

In the tree view click right on
System->Networks->DataCenter->C1->Access Points and select
Open

e Select required access point (card reader), which is to be
configured as a two user entry.

e Select Main tab

e Select Edit
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In the newly opened window: Edit Access Point
e Select Advanced Options tab
o Tick Two Users box C1 CabdLfront. IV
e Click OK

e Select Authentication Options tab
e Select Edit

In the newly opened window, in the Normal Authentication tab: Authentication Options
e In the Action field select the function [175]-Grant Door Access : e
with Normal Lock Pulse PRSI ) oo cccs it HorroLock e
e Click OK . -

[3]: C1_Cab0i-front_IN

The door with the access point (reader) C1_Cab-01-front has been
configured as a two user entry.

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising.
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9.9 Open door signalling with LED

The system enables configuration of signalling LEDs located on
the AC100 controller and the AB101 secondary set enclosures.
These LEDs are connected to reader outputs

e LED1 — output OUT1 (101) of front door card reader

e LED2 — output OUT1 (101) of rear door card reader

Please see 5.8 Diagram of functional circuits for operating the
cabinet door.

LED 1 LED 2

The LED1 will be configured as an indication that the front door
of the cabinet is not closed. Similarly, LED2 may be configured to
indicate that the rear door of the cabinet is not closed.

The input lines of the reader will be used to check the door
status: IN1 - door sensor, IN3 - door handle sensor. Since these
lines have already been assigned in the configuration of the
door, in order to be able to use them again, you need to change L
their properties to the multifunctional lines.
For this purpose:

Delete Person Grine. e Credential Orine:

e |n the system tree, right-click on System->Networks->
->DataCenter (configurable name)->C1 (configurable controller
name)->Inputs and select Open.

e Selectinput C1_100_IN1
e Click Edit

er: 177.0.0.18890 @ Licensing Server:
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o Tick Multifunction option Edit Input
e Click OK
Now you can use again the IN1-door sensor input for

configuration. : T —
\

MCT12E-10 v 1.x_192.168.0.213_100_IN1 B

Similar actions should be performed for the line IN3-door handle
sensor:

e Selectinput C1_100_IN3

Click Edit

Tick Multifunction option

Click OK
e Now you can use again the IN3-door handle sensor input for
configuration.

The configuration process of the automation node that will be

responsible for the LED1 control:

e |n the system tree, right-click on System->Networks->
->DataCenter (configurable name)> C1 (configurable controller

" Navigaton

name)> Automation Nodes and select Open

hddPernCrine  EUP

Find Authenticaton
Factor

rver: 127.0.0.1:8800 @ Licensing Server:
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A new automation node should be created that will be responsible
for controlling the LED:
e Click Add

In the pop up window: dd Automation Node
e Enter the node name eg. Cab-01-LED1 -
e Click OK
Set Default State to OFF
Untick Register events. It is not necessary to log LED events.
Click OK

EEET R

It is now necessary to add input lines that will affect the state of
the LED1:

e Select just created automation node Cab-01-LED12.

e Click on Inputs tab.

e Click Add.
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In the pop up window:
e Drop down the Input list and select available /N1 line (door
sensor)
o Drop down the Function list and select [166]: Set Node ON
Toggle
e Click OK

e Click Add again to choose IN3 input of door handle sensor

In the pop up window:
e Drop down the Input list and select available IN3 line (door
handle sensor)
e Drop down the Function list and select [166]: Set Node ON
Toggle
e Click OK

It is now necessary to add the output line to which the LED1 is
connected

e Click on Outputs tab.

e Click Add.

Set Node ON Toggle

www.bkte.

pl
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In the pop up window:
e Click on + in Output field

Mone .t Fz
None

Set output ON for period of time

duiation Options

In the next opened window, select the line to which the LED1 is Output
connected — it is OUT1 (101) of the front door reader (see 5.8 —

Diagram of functional circuits for operating the cabinet door) : B Report
* Drop down ObjECt_>Name liSt _

e Select OUT1 (101) of the front door reader

Name:

OUT 4/[1]: ON ... BUZZER TL

OUT 5/[1]: ON ... |LED SYSTEMT1

OUT 6/[1]: ON ... LED OPENT1

OUT 7/[1]: ON ... LED ARMED T1

OUT 8/[S]: ON ... BUZZER

OUT 9/[5]: ON ... LED SYSTEM

OUT A/[5): ON ... | LED OPEN

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes.

e Confirm the input line by clicking OK.
Description:

Object

MCT12E-10 v1.x_192.168.0.213_100_I01 =

Multifunction:
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In the field Function select [021]: Node Status
Select Triggering Method: Set output ON for unlimited time

Select Modulation Type: None (steady)
Click OK

The LED1 of the controller has been configured. The created
automation node that supports the diode should appear in the
system tree.

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising. After synchronization, the
controller will restart and the LED1 should light up when the door
or handle is open.

Similarly, configure the LED2, which will signal the opening of the
rear door of the cabinet.

9.10 Tamper signalling

Opening the controller box, the slave set box or the reader casing

can be monitored in the system as a sabotage. In order for the

sabotage condition to be saved to the database and at the same

time to be signalled by sound and led on the reader, the so-called

automation nodes must be used:

e |n the system tree, right-click on System->Networks->

->DataCenter (configurable name)->C1 (configurable controller
name)-> Automation Nodes and select Open.

www.bkte.pl

D2imodesias > |

oneseaty S [+

o 127.00.19990 @) Licansing Se
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e Click Add

¢ Enter the automation node name eg. C1_Cab-01-tamper Add Automation Node
e Click OK General
I

[658]: Automation Node Switched OFF

e Make sure the proper automation node is selected.
e Click on Inputs tab.
e Click Add.

HOEEMOR]

i
ﬁ

- vent Log

ver: 127.0.0.1:8890 @ Licensin
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In the pop up window:
e Click on +in Input field

In the next opened window, select the IN2 - tamper line of the
card reader, which is installed on the door of the configured
cabinet:
e Drop down Object->Name list and select input /N2 of the card
reader of the configured door

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes.

e Confirm the input line by clicking OK.

www.bkte.pl

Add Input

General
Input:

Function:

isation Options

No shortcut B Report

Ad
Additi

Events

Confirmation

Add Input

General

Authentication
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e In the Function field, select the function [166]: Automation
Node On Toggle
e Click Ok

In a similar way, add the tamper input IN2 of the cabinet other
door reader (if it exists).

e Click Add to add all tamper lines of currently configured
cabinet

This configuration is sufficient to log readers tampering. in events.
You just need to sync data (see chapter 9.3 Data synchronising).

Additional tamper acoustic signaling
To additionally signal the tamper status audibly appropriate
output line should be added:

e Click Outputs tab.

e Click Add.

In the pop up window:
e Click on +in Output field

Add Input

General
Input:

-l Function:

www.bkte.pl

L stnere oV ecee =

ottt RS B
i o e e |

Add Output

wands
E cf o ! ‘ 9&| )
i e | we S i | s b | Mg
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w4 Recordzofz ¢

Frioity | Trgg... | Pub.. | nit | Mod... | Med.., [Mm... |  Desoiten
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None {1
None [
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I

Set output ON for period of time [-]
[r——

dulation Options

N
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In the next opened window, select the buzzer (BUZZER) of the
reader, eg. the front door of the configured cabinet:
e Drop down the Object->Name list and select BUZZER output of

the cabinet front door reader.

The program will propose a name for the selected object

e Confirm the suggestion by clicking Yes.

e Confirm the input line by clicking OK.

Click Ok

In the field Function select [021]:Automation Node Status
e Select Triggering Method: Set output ON for unlimited time
Select Modulation Type: One Short Pulse repeated every 1s

www.bkte.pl

Add Output

OUT 4/[1]: ON ...

OUT 5/[1]: ON ...

OUT 6/[1]: ON ...

Confirmation

apply default name for

Remember my ¢

N C1_100_BUZZER
Dﬁmpm: _

MCT126-10 v1.x_192.168.0.213_100_BUZZER =

IP Addr

onal Options ~
of
T

Multifunction:

o
[021]: Node Status > |
PRI VR et output ON for unlimited tme |

dulation Options

Ore Short Buke repeated o I
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Additional tamper LED signaling

To additionally indicate the tamper state by the LED on the reader,
add the appropriate output lines:
e Click Add.

In the pop up window:
e Click on +in Output field

In the next opened window, select the LED of the cabinet door
reader:
e Drop down the Object->Name list and select LED_SYSTEM
output of the reader.

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes.

- Event Log

B Database: b _scs_ bl

Add Output

Desaiption:

www.bkte.pl

OUT 3([5}: ON |...

0000...| Here

OUT 4/[1]: ON ...

OUT 5/[1]: ON ...

OUT 6/[1]: ON ...

OUT Af N

OuT B/[5): ON |...

OUT C/[5]: ON...

Automatically apply default name for th

ber my «
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e Confirm the input line by clicking OK.

In the field Function select [021]:Automation Node Status
Select Triggering Method: Set output ON for unlimited time
Select Modulation Type: One Short Pulse repeated every 1s
Click OK

The cabinet tamper signalling has been configured. The created
tamper automation node should appear in the system tree.

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising. After synchronization, if the
controller box is opened, the reader on the front door will flash a
yellow LED and buzz the buzzer once a second until the tamper
condition returns to normal.

Add Qutput

Multifunction:

Add Output

www.bkte.pl

C1_100_LED SYSTEM 1+

1

Set output ON for Lnimited time » N

One Short Pulse repeated every 1s
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9.11 Emergency button use signalling

The use of the emergency exit button in the cold/hot aisle

containment can be monitored in the system. In order to save

status of this button into the database and simultaneously

indicate the use of it by sound and LED on the reader, the

automation node has to be used:

o |n the system tree, right-click on System->Networks->

->DataCenter (configurable name)> C1 (configurable controller
name)> Automation Nodes and select Open PR -

L L

Find Authenticaton
Facter

n Server: 127.0.0.1:8850 @ Licensing Server:

e Click Add
¢ Enter the name of automation node eg. C1_Aisle- Add Automation Node
General
front_emergency =
* Click oK a o)

pad o

- _
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e Click on Inputs tab.
e Click Add.

In the pop up window:
e Click on +in Input field ["’ )

Function:

In the next opened window, select the IN2 line of the reader, Add Input
which is mounted next to the cold/hot aisle containment sliding .

door. In AR122 readers, this line is also used to control the T

No shortcut

reader's tamper.
To add IN2 line:
e Drop down Object->Name list and select input IN2 of the
reader, which controls aisle door.

Desaription:

Object

The program will propose a name for the selected object Confirmation
e Confirm the suggestion by clicking Yes.

efault name fo
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e Confirm the input line by clicking OK. Add Tnput

Events

e |n the Function field, select the function [166]: Automation
Node On Toggle
e Click OK

This configuration is sufficient to log the use of the emergency
button. The data must be only synchronize (see chapter 9.3 Data
synchronising).

Additional acoustic signaling

In order to indicate the emergency button use with buzzer and/or
LED, the appropriate output lines should be added:

e Click Outputs tab.

e Click Add.

www.bkte.pl

D Qe koD ol Bk Ak

rver: 127.0.0.1889 @ Lic
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In the pop up window:
e Click on + in Output field

In the next opened window, select the buzzer (BUZZER) of the
aisle sliding door reader:
e Drop down the Object->Name list and select BUZZER output of
the reader, which controls aisle door.

The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes.

e Confirm the input line by clicking OK.

www.bkte.pl

Set output ON for period of time

tion Options

Output

Outputd.

_ T

OUT 2/[5]: ON ...
OUT 3/[5]: ON ...
OUT 4/[1]: ON ...
OUT 5/[1]: ON ...
OUT 5/[1]: ON ...

Confirmation

apply default name for

lemember my choi

Add Output

- _

Object

MCT12E-10 v1.x_192.168.0.213_100_BUZZER =

Multifunction:
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In the field Function select [021]:Automation Node Status
Select Triggering Method: Set output ON for unlimited time
Select Modulation Type: Two Short Pulses repeated every 1s
Click OK

This configuration is sufficient to log the use of the emergency
button and to indicate with buzzer. The data must be only
synchronize (see chapter 9.3 Data synchronising).

Additional LED signaling
To additionally indicate the evacuation state by the LED on the

reader, add the appropriate output lines:
o Click Add.

In the pop up window:
e Click on +in Output field

In the next opened window, select the LED of the cold/hot aisle
containment sliding door reader:
e Drop down the Object->Name list and select LED_SYSTEM
output of the reader, which controls aisle door.

www.bkte.pl

Add Output

eneral

s —
Func [021]: Node Status > |-

=]
I =
TR VRUMEN et qutput ON for unlimited tme D |-

tion Options

[ Two Short Pulses repeated every 1s

= unit: [

_Nona (steady) ﬂ

Add Output

ral

RS Address |ryp=
— Fittm of)c File oc e
» 000: MC16v16

4 100: MCT12E-10 vix

100 OUT 2/[5): ON |... | 101 LED
100 OUT 3{[5]: ON |... | 102

Type: 100 OUT 4{[1]: ON |... | BUZZER T1

T 100 OUT 5/[1]: ON |... | LED SYSTEMT1

100 OUT 6/[1]: ON |... | LED OPENTL
100 - R

RS Address:

] | oUT /151 ON ...
100 OUT A/[5]: ON ... | LED OPEN
100 OUT B{[5]: ON ... | LED ARMED
OUT C/[5]: ON ... | LED DISARM

Additional Optio
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The program will propose a name for the selected object
e Confirm the suggestion by clicking Yes.

e Confirm the input line by clicking OK.

In the field Function select [021]:Automation Node Status
Select Triggering Method: Set output ON for unlimited time
Select Modulation Type: Two Short Pulse repeated every 1s
Click OK

The indication of the use of the emergency button has been
configured. The created automation node that supports this
feature should appear in the system tree.

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising. After synchronization the
controller will restart and if the emergency exit button is used, the
reader on the cold/hot aisle containment door will flash the
yellow LED and buzz the buzzer twice a second until the
emergency exit button is reset.

www.bkte.pl

Confirmation

Automatically apply default name for the ol

Remember my choice

MCT12E-10 w1.x_192.168.0.213_100_LED SYSTEM =

Options

C1_100_LED SYSTEM + ]
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10 SYSTEM MANAGEMENT
10.1  Adding user group

It is convenient to start adding users from creating a group of
users who will have the rights to open a defined group of doors.
Any user who belongs to such group will have the rights of this
group.
o In the system tree view click with the right button on Access
Users and select Add Group.

e Enter the name of user group.
e Click OK

You must assign authorisations that were created during the door
configuration to just created group.
e |n the system tree view click with the right button on just
created user group and select Open

Parent:

Description:

www.bkte.pl
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o Click on Authorisations.
o Click on Assign.

In the pop up window, you should see the authorisations for all
doors previously configured in the system.
e Select authorisations, which you want to assign to this group
of users. Use CTRL key.
e Click OK

A group of users with permissions to open dedicated doors has
been created.

The above configuration should be sent to the controller. See
chapter 9.3 Data synchronising.

10.2  Adding user to group

In order to add a new user:
e Choose Wizards->Add person Online.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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In the opened window:

e Enter user name.

o Select the user group to which user should belong - in this way
the user will be given the rights to open the doors that has
been assigned to the group. If there is no group, go to the
chapter 10 SYSTEM MANAGEMENT

e Adding user group.

o Click Next.

You must assign a credential to the user:
e Select Create new Access Credential.
o Click Next.

e The credential name can be edited here.
e Click Next.

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Add Access User Person Oniine

Person details
Enter Access User Person data and dick [Next] to continue,

t Inf

Add Access User Person Oniine

Access Credential type selection
Select new Access Credential or existing one to be assigned to Access User Person.

Add Access User Person Oniine

Access Credential details
Enter Access Credential data and dick [Next] to continue.
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In the next two windows it is possible to assign permissions
directly to the user. Since the user being added at this moment
has already been granted permissions from the user group to
which he belongs, these two configuration windows should be left
out without making any changes.

e Click Next.

e Once again click Next.

An authentication factor, that is a card or a PIN, should be added
to the user credential:
e Click Add

In the opened window:
e Enter the name of user authentication factor (unique to the
entire system)
e Select the type, eg. card or PIN
e Enter the PIN or card number or click Read from Reader

BKT ACBS - installation and configuration manual of the access control system with RS485 bus interface
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Add Access User Person Online

Auitherisation Groups selection
Select Authorisation Groups to be assigned and ciick [Next] to continue.

Add Access User Person Oniine 2 .

Authorisations selection
Select Authorisations to be assigned and cick [Next] to continue,

Add Access User Person Online

Authentication Factors defining
Click [Add] button and define at least one Authentication Factor and then dick [Next] to continue.

v Select All @ il Add from the Card Box
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If you have chosen to read from the reader, a new window will Read number
appear: ..dd

www.bkte.p

e Choose the type of reader: USB - reader connected to a

computer or system reader - any reader so far configured in
the system.

o |f you have chosen a system reader, click on the reader you
want to use to read the card.

e Present the card to the reader.

e The number of the card read will appear in the Card Number

Read field.
e Click OK.
e Click OK. Add Authentication Factor
General
T
e
o Click Next. Add Access User Person Oniine
Autthentication Factors defining
Click [Add] button and define at least ene Authentication Factor and then dick [Next] to continue.
+ Add ¢ Edit " SelectAll — Delete ﬂ»’kd the Carc
|| | stus |
|2 Authentication Factor2 40 bit proximity card 0562650226456
M4 4 < Record 10f1 » » w
Data have been saved to database Add Access User Person Online
e Click OK.

@ Data saving

v

Select [Next] to save settings into database.

() [16:07:30]: Starting data saving.

() [16:07:30]: Creating object: Access User Person (John Smith)

() [16:07:30]: Creating object: Access Credential (Access Credential_John Smith)
() [16:07:31]: Editing object: Card Box (Authentication Factor2)

(@ [16:07:32]: Data saved successfully.
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Upload the configuration to the device, that is, synchronise the
controller.

e Click Send.

o After synchronisation click Finish.

The new user should appear in the system tree
o |n the system tree view expand System->
->Access Users->"Chosen user group”

Applying just a configured card to the reader should open the
door.

10.3  Eventviewer

VISIO allows viewing all events taking place in the system
e From the menu, select Event Log and then Event Log

www.bkte.pl

Add Access User Person Oniine

‘Synchronisation
Select [Send] to synchronise settings or ciick [Finishi to dlose wizard.
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Select the predefined event filters: Define Fiter

o All Events — all events in the system,
e  Access Granted Events — opening doors only

It is also possible to select custom filtering.

Custom filters can be defined in the Event log -> Filters menu.

By default, the list of all events in the system is sorted by the date

they occurred.

O Existing

E; iiter

www.bkte.pl

® Cusi

Access Granted Evenis

o [T Tl ™

. Swich 8 New Configuration Success.

. Swich 80 oew Configuratin Request

.. Tame and Date Change Reguest

-+ T and Date Changed

... Conmuication with controbe restoced

. Controller i Normal Mode without Access Co...
... repanng to Startecmal Mode

-+ Commuricaton with controbe kst

... Device Dcovery Start

. Device Dicovery Request

. Convoles n Normal Mode without Access Co.
.. Prepuing to Start Norral Mode:

rver 127.00.18590 @ Serwer boenck Serwer bcend vie jest wymagany. & &

11 DOCUMENT REVISIONS

Version
1

N oo b WwN

Changes
Initial version

Added communication key setting in the controller low-level configuration.
Added comparison to the BKT ACWS system. Small updates have been made.
Added two user entry configuration

Updated with new AC100 controller and AB101 secondary set

Modified 3.7, added 9.2, 9.7, 10.3

Updated 3.7.1, 8.4 with new Roger RACS v2.0 features (SQL Server only, licenses)
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